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The statistics on ransomware remain alarming and show that it is still a growing 
threat. It has been reported that in 2019, a ransomware attack will be launched 
against a new organization every 14 seconds. Thus far, phishing emails have in-
creased 109 percent from 2017.  With all this distressing information about ransom-
ware, many cybersecurity professionals don’t believe that organizations are prepared 
for a ransomware attack. 

 
Ransomware is a malware that locks data until the victim pays for its decryption. 
When data or software is inaccessible, it can slow business operations, cost a com-
pany money and damage its reputation. Sometimes, a business may feel the only 
option is to negotiate with cybercriminals and pay the ransom so the data can be 
released. But the outcome of a ransomware attack is not always cut and dry. Be-
cause of this, it’s critical for businesses to address the growing threat of ransomware 
as a business risk as well as an IT concern.  

 
When a ransomware attack occurs, time is critical. The longer an organization waits 
to respond, the longer its business functions and reputation could be in real jeop-
ardy, so it’s important that businesses create a response plan for a ransomware inci-
dent before an attack occurs.  

 
While the response of each business will be different, there are several factors com-
panies should consider before a threat occurs. Having a thought out process to deal 
with an incident before it occurs will not only assist in resolution but also show cus-
tomers, stakeholders and the public that the enterprise has a well-reasoned strategy 
for dealing with ransomware incidents.  

 

Below are some things to consider when assessing the risk to your organization.   

 
Your Data is Important: Organizations should take inventory of their data and sys-
tems, identifying the operational critical pieces. Determining specific criteria before 
hand will make responding to a ransom request easier should an attack occur.  
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No Guarantees Many companies consider paying ransom when they 
have been attacked because in their assessment it might be the easiest 
way to release compromised data. But before a decision like that is 
made, it is important to know that there’s never a guarantee that crimi-
nals will release the information. Companies need to have a strategic 
plan for dealing with the possibility their data may not be released and 
the impact it may have on daily business operations.   

 
Content of Your Data –Understanding what data an organization pos-
sesses and where it is stored is crucial. This information is critical to de-
termine how to deal with a ransom request. If a company has a solid 
backup of the data taken hostage, that may play into the decision mak-
ing on how to deal with the cybercriminal.   

Your Reputation –A company’s reputation is everything, especially in this era of social media. It’s never good when crimi-
nals take an organization’s data hostage, but it can be particularly bad for organizations such as those in the financial, 
healthcare and educational sectors because these types of industries normally have large amounts of customer personal 
data. In addition to the importance of compromised data, enterprises should consider how their response to a ransom-
ware attack will affect their reputation with customers, partners and shareholders.  

 
There is no easy solution in a ransomware attack. It’s important for organizations to think through possible ransomware 
attack scenarios before an incident rather than during . Having a clear and quick response plan will help deal with an 
attack and provide the best possible outcome for your company.  

Sources: 
https://phoenixnap.com/blog/ransomware-statistics-facts 

https://www.securityweek.com/ransomware-four-ways-assess-growing-threat-business-risk 
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In the market for a 
new tablet? Well 
Apple just unveiled 
their new iPad and 
we know many are 
already in line to 
make that purchase. 
But whatever type of 
tablet you decide to 
purchase, it will 
most likely become 
an important exten-
sion of your life, even perhaps replacing your computer. 

 
Here are some key steps you should take to keep your tablet and 
your information safe and secure. 

 

· First things first, enable automatic locking of the screen so 
every time you want to use your tablet, you first have to unlock 
the screen with a strong passcode, swiping pattern or your 
fingerprint.  

· Track your device. Install or enable software to remotely track 
your new tablet over the Internet. This way, if your tablet is lost 
or stolen you can potentially connect to it over the Internet and 
find its location.  

· When configuring your tablet for the first time, 
make sure to check the privacy options. Also, 
check the privacy settings and permissions on 
any app downloaded. 

· Only download apps you need and those from 
trusted sources. 

· Update your device and enable automatic up-
dating. Just like a computer, app developers are 
constantly sending patches to fix vulnerabilities 
and bugs.  

· Disable the sharing of any information feature. 
Don’t allow your private information to be acces-
sible through the cloud.   

 
Your tablet is a powerful tool, one that we want you 
to enjoy and use. Just remembering these few sim-
ple steps can go a long way to keeping you and your 
new tablet safe and secure. 

 
Sources 

https://usa.kaspersky.com/resource-center/preemptive-safety/tablet-security-safety 


