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SMARTPHONE
SECURITY TIPS

In the 21st century, smartphones have become somewhat of a necessity. Businesses, schools and
many other types of organizations require smartphones to complete daily tasks. With the users get-
ting younger and the technology getting smarter, it is difficult to escape this new world of smart tech-
nology that we are living in. Aimost anything you can think of is connected to the World Wide Web.
Our smartphones are more than just a device to make a call or send an email. They are our debit
cards, our entertainment, our books, calendars, and our music; and with technology advancing at the
current speed, they will become much, much more.

Smartphones are just as powerful as desktops or laptops and need to be kept just as safe, or even
more so because of their exposure. Since your smartphone travels with you everywhere, it is prone to
be misplaced, stolen or hacked, putting you at an extremely high risk for a data breach. This is partic-
ularly important when younger kids and teenagers use these devices and are not as cautious as
some adults may be. It has been reported that one in 10 smartphone owners in the United States
have had their phone stolen and that number continues to increase.
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Hackers have been fans of smartphones because
of the security gaps. They may not be able to tar-
get many users at the same time as they can with
a network attack, but the impact can be just as
damaging. Hackers are also fully aware that there
is @ much younger generation on these devices
on a constant basis and they may be easier to
target. Smartphones contain very sensitive infor-
mation, especially if used for work purposes.
Hackers have been able to expose many flaws
and vulnerabilities in smartphones, USB sticks
and SIM cards. They have even been able to pen-
etrate through SMS texting (also known as smish-
ing, a form of a phishing attack). Some attacks
have also taken control of a smartphone’s cam-
era, microphone and GPS while stealing the us-
er's personal information and listening to phone
calls. Smartphone manufacturers and security
firms are constantly trying hard to find the flaws
before the cybercriminals do.

Below are some tips that will help protect you
from becoming the next victim of smartphone
hack:

e  Secure your phone. Use a strong passcode to lock your phone. Don’t use common words, birthdays or any personal information.
e Turn off Geotagging. Many phones have as a default embedded location tags. Make sure that feature is turned off.

e Don’t keep your Bluetooth connection on. Hackers can access your connection if they are in range. Any unknown requests through a
Bluetooth connection should ALWAYS be ignored or declined.

e Always switch off a wireless connection when it’s not in use. This will ensure that malicious parties can’t connect to your device with-
out your knowledge.

e  Parents should constantly monitor children’s smartphones.

e Delete any text messages or emails that contain sensitive information. It is always best never to disclose sensitive, personal infor-
mation about yourself via a text message or email. Sensitive personal information can include your driver's license number, social
security number, password, and account numbers.

e  Malware (viruses and Trojans) and fraudulent applications are out there. Only download mobile applications from authorized applica-
tion stores like the Apple App Store or the Android Market.

e  Keep security software current. Having the latest mobile security software, web browser, and operating system are the best defenses
against viruses, malware and other online threats.

e  When in doubt, don't respond. Fraudulent texting, calling and voicemails are on the rise. Just like email, requests for personal infor-
mation or for immediate action are almost always a scam.

e  Pay attention to the activity of your smartphone. If you notice apps opening by themselves, if the battery drains much faster than
normal or if you notice unusual charges on your wireless bill, those are signs that indicate your phone may be compromised.

Let’s face it: smartphones are an important part of our lives, especially for parents and employees who are on the go and need to stay
connected to kids and co-workers. But attacks on smartphones will continue to increase. Hackers are constantly looking for any chance to
steal and misuse data. Taking basic precautionary measures can help protect your smartphone and all the data it contains.
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It is unfortunate, but sometimes the weakest link in any organi-
zation could be an unaware employee. Most of the time, these
are common mistakes with no malicious intent, but ones that
can have significant consequences, nonetheless. Cyber attack-
ers have learned that exploiting unaware employees can some-
times have the biggest payoff. However, knowledgeable people
can also be an organization’s best defense.

CEO Fraud, also known as Business Email Compromise (BEC),
is not new. In these attacks, a cybercriminal pretends to be a
CEO or other senior executive from within an organization. The
criminals send an email to staff members that try to trick them
into doing something they should not do. These types of attacks
are extremely effective because the cyber criminals do their
research. They search an organization’s website for infor-
mation, such as where it is located, who the executives are, and
other organizations the target works with. The cyber criminals
then learn everything they can about the organization’s cowork-
ers on sites like LinkedIn, Facebook, or Twitter. Once they know
the organization’s structure, they begin to research and target
specific employees, picking targets based on their specific
goals. If the cyber criminals are looking for money, they may
target staff in the accounts payable department; if they are
looking for tax information, they may target human resources; if
they want access to database servers, they could target some-
onein IT.

Cyber criminals are sneaky—they are constantly coming up with
new ways to get what they want. Once the criminals determine
what they want and whom they will target, they begin crafting
their attack. Most often, they use spear phishing. Phishing is
when an attacker sends an email to millions of people with the
goal of tricking them into doing something; for example, open-
ing an infected attachment or visiting a malicious website.
Spear phishing is similar to phishing; however, instead of send-
ing a generic email to millions of people, they send a custom
email targeting a very small, select number of people. These
spear phishing emails are extremely realistic looking and hard
to detect. They often appear to come from someone you know
or work with, such as a fellow employee or perhaps even a man-

ager or higher up.

WHAT IS CEO FRAUD AND HOW TO AVOID IT

—

The emails may use the same jargon your coworkers use; they
may use an organization’s logo or even the official signature of
an executive. These emails often create a tremendous sense of
urgency, demanding immediate action and discretion.

A successful execution of a BEC scam creates a significant bur-
den for the both the company and the employee involved and
can be very costly. So how do you protect yourself and your
organization? Educating employees about the dangers of these
types of attacks and using common sense is the best defense. If
an employee receives a message from a supervisor or a col-
league and it does not sound or feel right, it may be an attack.
Clues can include a tremendous sense of urgency, a signature
that does not seem right, a certain tone you would never expect,
misspellings or the name used in the email being different from
what the person actually calls you. The attacker may even use
an email address or phone number you have never seen before,
or an email address that is similar to the legitimate email. When
in doubt, call the person at a trusted phone number or meet
them in person (don’t reply via email) and confirm if they sent
the email.

Every organization may have policies that define proper proce-
dures for authorizing the transfer of funds or the release of con-
fidential information and those processes should never be by-
passed. If a request to do something outside normal procedure
is received, regardless of the source, it should be considered
suspicious and be verified immediately before any action is
taken. When in doubt always contact a supervisor, the help
desk, or information security team right away.

The reality is every day new threats arise and evolve and organi-
zations must always try to stay one step ahead. Having a combi-
nation of employee cybersecurity training and best practices
against email threats as well as security technologies that can
help users and organizations detect them is a good way to help
protect any organization from these types of attacks.
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