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 VPN’s will be a targeted-Virtual Private Networks
(VPN) has allowed remote workers to have some
sense of security. But hackers know if they can
penetrate a VPN, they have an open door to a
company’s network. With that type of access, they
can steal credentials that perpetuate other types
of forceful attacks including Ransomware attacks.
Cybersecurity professionals believe the targeting
of VPNs will ramp up in 2021.
 Ransomware Attacks will target the most critical
assets of an organization- In a recent Fireye report
called “A GLOBAL RESET Cyber Security Predictions
2021” it highlighted the ongoing concern of
Ransomware attacks and how it is now a national
security concern. Ransomware attacks increased in
2020 and they believe will only get worse. These
types of attacks can have dire effects especially in
the healthcare sector where not having access to
hospital systems can have life or death
consequences on patients.

WHAT TO EXPECT IN 2021
Many are happy to put 2020 behind and welcome 2021
with open arms. But although it’s a new year, there is sure
to be more challenges we will all face. 2020 was
unprecedented and was filled with uncertainty. The
pandemic is not over yet and we know bad actors will
continue to test the security limits. But we also know
technology will be one of the most important tools to help
us get through these difficult times. Below are not only
some security issues to expect but also technology
enhancements that may have an impact on people and
businesses in 2021.
 Phishing as a Service will become more lucrativePhishing scams are not going away. It is the easiest
and affects the most people. Hackers will continue
to profit from these types of scams which will
provide incentive for others to develop more
phishing kits and sell on the dark web.
 COVID-19 scams will not stop-We are still in the
pandemic, and cybercriminals are keenly aware of
how to take advantage of this moment of
insecurity to attack. They will continue to prey on
human emotions, using fake information and
websites to engage the most unsuspecting victims.

 5G-COVID-19 has accelerated the need for faster
and more reliable connectivity. In 2021 this will
become increasingly important to help businesses
maintain their workforce.
 Augmented Reality (A/R)- A/R is an interactive
experience of a real-world environment where the
objects that reside in the real world are enhanced
by computer-generated perceptual information.
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COVID-19 has required certain sectors to think
outside the box to continue business as usual while
still trying to lower the transmission of the virus. The
education sector will benefit from this technology
allowing students to still get their education by
reducing the need for crowded classroom conditions.
 Cloud Security-Migrating data to the cloud was
always in the works. Many companies were already
slowly making the transition. However, due to Covid19 it has accelerated. Because of the rapid change
some security expert believes there may be gaps that
can be exploited by cybercriminals. 2021 will bring a
major emphasis on cloud security.
 Artificial Intelligence (A.I) will grow- A.I is the ability
to build smart machines capable of performing tasks
that typically require human intelligence. Because of
the pandemic the demand for A.I is expected to
increase and will be seen as a helpful tool to help
healthcare professionals detect and stop the spread
of COVID-19.
While threats continue to evolve, and cybercriminals employ
new strategies there are also new innovations being
developed to help our healthcare professionals, educational
sector and the business world get through the pandemic.
There is definitely a new normal, but if 2020 has taught us
anything, it is to expect the unexpected in 2021.
Sources:
https://www.eweek.com/innovation/eleven-important-techtrends-to-expect-in-2021
The 5 Biggest Technology Trends In 2021 Everyone Must Get
Ready For Now (forbes.com)
https://www.inc.com/anis-uzzaman/top-business-technologytrends-in-2021.html

TEXT MESSAGE SCAMS ON THE RISE
Text message has been the go-to for marketing and has benefited every
industry. Most people always have their phone in hand, and sending a text
is more useful than sending an email. Businesses and even our
government have taking advantage of using text messages to get their
messages to people quickly and more efficiently. Studies have shown that
majority of incoming text messages are opened within 15 minutes of
receipt. Hackers are well aware of this and they too take advantage of
being able to contact their next victim via text message.
Text message or SMS (short message system) phishing is also called
“smishing”. Smishing occurs when scammers use fake text messages to
entice consumers into providing their personal or financial information.
The scam artists that send smishing messages often impersonate a
government agency, bank, or other company to lend legitimacy to their
claims. Smishing messages typically ask consumers to provide usernames
and passwords, credit and debit card numbers, PINs, or other sensitive
information that scam artists can use to commit fraud. They also provide
dangerous links in hopes the victim will click on it providing them easy
access to their data.
These types of attacks are on the rise and like other scams the goal is for it
to look legitimate. But don’t be misled. Here are a few things to
remember:


No government agencies, banks, and other legitimate companies
will ever ask for personal or financial information, like usernames,
passwords, PINs, or credit or debit card numbers via text message.



Never click on links in unsolicited text messages. Clicking the link
may infect your mobile device with a virus or malware designed to
steal the personal or financial information stored on the device.



Don’t respond to smishing messages. Not even to tell the sender
to stop texting you. Responding to smishing messages verifies that
your phone number is active and that you are willing to open such
messages, which may lead to an increase in the unsolicited text
messages you receive.



Be selective to whom you provide your cell phone number to in
response to pop-up advertisements and “free trial” offers. This
personal information can be easily bought, sold, and traded, and
make you a target for smishing scams.



Don’t be fooled by the sense of urgency in an unsolicited text
message. Smishing scams attempt to create a false sense of
urgency by implying that an immediate response is required.

Your cell phone essentially has the same capabilities as your computer or
laptop and thus the same safety and security practices should be used.
Always keep your security software and applications up to date and be
extremely cautious of text messages from unknown senders.
Sources:
https://about.att.com/pages/cyberaware/ae/smishing
https://www.ag.state.mn.us/consumer/publications/TextMessagePhishing.asp

